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State and Local Government
H-3 Election Security

In September 2017, the federal government informed election 
* states that hackers had targeted their voting systems 

before the 2016 election.1 Hackers also sent over 100 phishing+  

present.2 While it does not appear that information was tampered 

concerns.

Involving 542

in Kansas and other selected states.

Tools Used in Elections

data, electronic poll books, poll workers, storage and tallying of 

Voter registration data.

Kansas, 
3

breached by hackers via
password.4

able to access voter registration records.5 In both cases, there is 



cannot decode; data encryption; highlighting 

Electronic poll books. In January 2014, 

Administration recommended jurisdictions 
6 As of 

Kansas 7  

from checking in more than once. They are 
electronically connected to a central registration 

standards and there are concerns about security 

connected to remote computers via the Internet. 

include use of secure sockets layer security or 

Poll workers.

workers states that in all states and territories, poll 

and be a resident of the county or district in which 

restrictions.8 A majority of states, including 
Kansas, require poll workers to be trained, but 
the type, frequency, intensity, and requirements 

Kansas and 
many other places, there are no requirements 
for poll workers to submit to and pass ground 

potential security issues for poll workers are 
phishing e-mails, malware disguised as system 
patches, or the creation of unintentional gaps in 
cyber security, physical security, or both.

Storage and tallying of ballots. While paper 

other tools. Security measures limit access to 

access cards, encryption, and tamper-resistant 

these measures, such as malware introduced 

be tallied. Ballots may be tallied at the polling 
place or at a central location. If ballots need to 
be transferred to a central location to be tallied, 
they are transmitted via a network connection or 
the printed record or memory card is transported 

by hand or by a scanner that produces a print-

either a printed or digital tally. It is estimated only 
5.0 percent of ballots in the United States were 
tallied by hand; the other 95.0 percent are tallied 

9

or multiple readings of the same ballot. Tallying 
by hand carries the lowest risk for manipulation 

still the possibility of human error.

Voting devices.

including Kansas

Optical scan device. While paper ballots may 
still be counted by hand in a small percentage of 

on paper ballots by hand or using an electronic 
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and cannot be altered electronically. If the voter 
does not mark a paper ballot directly, the process 

printed on the paper ballot is the same as what 

Direct recording electronic device.

choices via
device records them directly to an electronic 

10 

is no way to verify the choice a voter intended to 
make is the same as the choice recorded in the 

casting it.

Limited life cycles.
electronic voting devices is less than ten years 

to cyberattacks or other means of tampering. 

11

billion.12

Kansas 

Uniform voting systems. As of 2016, 18 states 

13 

typically more expensive, can lower the risk and 

discovered.

National Election Security

Background.

±.14

voter registration, and secret ballots provided by 

this period.

exchange of information on election practices 

to voting systems and voter access that were 

for the compilation of information and review of 

federal elections.



Current activities. The Department of Homeland 

helps stakeholders in federal departments and 

securing their infrastructure. The then-Homeland 
Security Secretary told a Senate hearing that 

cybersecurity of their election systems prior to the 
2016 election.15 Kansas, 

with federal intrusion on state elections.16

The Secretary of Homeland Security determined 
on January 6, 2017, that election infrastructure 
should be designated as a critical infrastructure 
sub-sector.17 

regulatory authority. Elections would continue 

is also attempting to obtain security clearances 

cybersecurity threats.

or hardware cannot produce errors that could 
lead to undetectable changes in tallies.18

Kansas Election Security Activities

to understand the state of election security in 
Kansas.

Voter registration. According to the Kansas 
Director of Elections with the Kansas Secretary 

Kansas

Kansas has at 

19

Electronic poll books.

20

Poll workers. 

age, though they may be as young as 16 years 
old, if they meet certain other requirements; and 

Kansas does not require poll 

Voting devices. In the 2016 election, data from 

used paper ballots; 15 used both paper ballot 

21

can be found in KSA 25-4401 through KSA 
25-4416, also known as The Electronic and

Kansas

connected to any network or the Internet;

who has access to what components;



 Election results cannot be transmitted 
via modem, network, or any other 

via secure 
electronic means;

 
undergo system diagnostics; and

 Election equipment should be stored in 
a locked room when not in use.22

In January 2016, the Kansas Secretary of State 
proposed a plan to require precincts or districts 

by bipartisan election boards after election day 

beginning in 2017.23 He also encouraged the 

Session. The bill would require manual audits of 
elections and amend law related to the timing 

Notable State Election Security Activity

Georgia

In June 2017, a judge dismissed a lawsuit to 
require use of paper ballots in the June 20 
congressional special election.24

runs the equipment for the entire State of 

special election, citing similar reasons.25

in both cases want the state to switch to the paper 
ballot system, which can be audited.

New Jersey

statewide elections since the hacking attempts 

a permanent paper record.26 Under current law, 

to produce a paper record has been suspended 

Ohio

27

percent of the costs and the counties would pay 
the remaining 20.0 percent. The funding request 

28 

Virginia

29 Local election authorities 
were responsible for the associated costs. The 

well.30

with cybersecurity training, such as detecting 
phishing attacks and how to protect passwords. 

until after the 2018 elections.
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from 

Washington, and Wisconsin.

± A form of electoral fraud in the United States during the 19th century by which unwilling participants were 
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